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Rolling Flaws

Background

What is Rolling Flaws?

A program developed by Derek Jamison for Flipper Zero to play
with rolling codes vulnerabilities.

Why Do | Care?

Because testing rolling codes vulnerabilities on real products that
are in use can lead to Bad Things™, not only desyncing controllers
but even Letting The Smoke Out™. Rolling Flaws allows the Flipper
to act as a receiving unit with various kinds of issues.

Frequencies and The Law

The frequency defaults to 433.92MHz. When used on the Flipper,
this complies with the law. Please not not change the frequency.
The modulation on the Flipper should be AM650.

Basic Configuration and Fiddling (More Later)

Use the config menu to set up the flaws you want to introduce. I'd
advise keeping the protocol as KL(DH) — this is the common
KeelLoq 64 protocol with the manufacturer ID as DoorHan. The Fix
is @ combination of the button pressed and the serial no of the
transmitter — leave it at 0x284EE9DS5.

The window refers to the number of valid future codes (next), the
number of future codes (limited number before the counter has to
reset) and the gap. 5000

The gap is what can allow a
desynced remote to be resynced as
two future codes received within the
gap (so 2 of 2 codes or 2 of 4 codes)
will reset the counter and resync the
remote. This is an attack vector.

8000

Exit the app and restart it to reset the configuration.

Rolling Flaws: Github Jamisonderek



https://www.styxsecurity.org/

ecurity

www.slnyecnrity.org

Rolling Flaws

Intercepting a Remote
Opening The App

1) Go to Apps : P S
) pp : ||:| nfrared| EIRFID

Ea Seript
2) Scroll to Sub-GHz ’_ | i [ ¥ |
SubGHz || HFC GPIO | B3 Taols

3) Scroll to Rolling Flaws = PrataView Coniig

Resuurunf Fager Reset count to @

. = Folling Flaws o

4) App main menu [a] Spectrumn Analyzer Tranzmit Signal
) Sub—GHz Receive Signals

Intercepting Signals
Info Rolling Flaws Flipper Hacking Flipper

Confi
Once set up, get ready e

with transmit signal.

Rezet count to @
Tranzrit Signal

Feceive Signals

Go to SubGHz

I | 1
SubGHz

Select “Read”
Fead EALU

Saued
Add Fanually

In Config:
Frequency to 433.92
Modulation AM650

2 Fixed scan...
4 Config [ERRE=l G SEaE el

Maod: AMESE

Caonfig
Transmit signal Reset count to @

Tranzrnit Sigral

Receive Signals
This should appear... oKL DoorHan 1043414ERE...
Select.

4 Config Peterds SIRCLLL

Feeloq E4bit 42392 Ar
P Feyi043414E6RE3 77214
You have received FimEa224EESDS Crt:EEEE

the signal... Hop:BuEZE292E8 Etn:2
MF:OoorHan
-PTO ® Send I Gaue b
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Cloning a Remote

Info

You should have the
intercepted remote
from the last page.

Go to receive signals.

This display shows the
received signals and
the door status.

Note count is 0001.

Hit send.
Again, note the count.

The door is closed as
the count received (0001)
is not in the future set.

Hit send again, we
have advanced the
count.

Now the door opens.

You can now keep
mashing send.

The door will keep
on opening.
Yay.
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Rolling Flaws

Rolling Flaws Flipper Hacking Flipper

keelog E4bit 43392 AM
Eey D484 EREBS 77214
FimBx2234EEIO0S Crnt:EEEE
Hop:BrE2829288 Bin:2

MF:DoorHan

& Send
Fezet count to @
Tranzrnit Sigral
Receive Signals
Sync Bernote

Rolling code receiver

KL (DH) &

Count: BEE] CLOSED

Future: none 4332.82MHz

Fin: 284EEQD0S

R
keelog E4bit 433282 Ar
keyF41BAZYEREBS 77214
Fiz:Bs2234EEADS Cnt:aEa1
Hop:8:a7E45022F Btn:2

FF:DoorHan

Rolling code receiver
KL (OH) i
Count: BEE] CLOSED
Future: none 42332.392MHz

Fiz: 284EEQDS  PAST
R F4IBRZTEREI T 7214

keelog Edbit 43392 AM
Key:BZECAEFOABA Y7214
FinBx2534EEIDDS Cnt:BEEZ
Hop:B:BF1S2E48 Bin:2

FF:DoorHan

Rolling code receiver
KL (OH) i
Count: BEEZ OPENED!
Future: none 432332.92MMHz

Fin: 224EEQ0S  MEXT
R B2ECASFORBI 7214

keelog Edbit 43392 AM
FeyBZECAZFOARBIT 7214
FinBnZ284EEQDS Crnt@EE2
Hop:axBF1S2E48 Bin:2

MF:DoorHan

Bolling code receiver
KL (OH) e
Count: @818 OPENED?!
Future: none 432332.92MMHz

Fir: 284EES0S  HERT
R SACI7F4BRBIY Y214
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App Menu Options Rolling Flaws

Top Level Menu

Config

This is where you can configure the settings. The settings are reset
whenever the application restarts.

Reset count to O

This will reset the count to 0. This is useful when you want to start
over or want to test some rollback scenarios.

Transmit Signal

This will transmit the signal. This is useful to capture the next
signal.

Receive Signals

This will receive signals. This is the primary purpose of the
application.

Sync Remote

This will sync the configuration using a remote signal. This is useful
when you want to pair the Flipper Zero to your remote.

About

This will show information about the application.

EIHFLC
=1 REFIO
B3 Scripts

== Protoliew

g Festaurant Pager
¢e Folling Flaws -
[] Spectrum Analyzer : Transmit Signal
= Syb—GHz Receive Signals

Reset count to @
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App Menu Options Rolling Flaws

Config Menu

Frequency Frequency

Frequency is the frequency that the P_mmml ALEIED
receiver and transmitter will use. Leave | FiR[BintSH] <Bz254E »
this at 433.92MHz (defaults to this). Replay attack Mo » |

Protocol

- "KL (DH)" is the KeeLoq protocol with the manufacturer key from
DoorHan.

- "KL (All)" is the KeelLoq protocol but accepts any manufacturer key
known to the receiving unit (a vulnerability with generic receivers).

- "KL(Custom)" is set when doing a 'Sync Remote' with your own
remote.

Fix [SN+Btn]

This is the button and serial number to decode.

- 0x20000000 is for a test transmitter.

- OX284EE9DS5 is default and used in sample files from this project.

- Custom is set when doing a 'Sync Remote' operation.

Replay attack

If this is set to "yes" then it is possible to do a replay attack. Requires
custom firmware. And yes, this vulnerability is actually present in real
world receivers using rolling codes...

Protocal KL (OH) »
Fix [Bin+SH]  <@xzE4E > I
Replay attack
Window [next] < 16 :-

Count 0 opens

This will cause the receiver to open
when it receives a count of 0.

PTO for more configuration options...

Rolling Flaws: Github Jamisonderek
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App Menu Options Rolling Flaws

Config Menu

Window [next]

This is how many counts forward from the existing count are
considered acceptable (default 16). As codes are used, the next
window advances (the green segment below moves further round).

Window [future]

This is how many counts forward from the existing count are
considered future. For example, if the current count is 0x0001 (1)
and the window is 32768, then 0x5011 (20497) would be
considered a future count, but OXECO00 (60416) would be
considered a past count (39919 ahead, so beyond the 32768 future
window). This is because rolling codes just roll around after they’re
all used, so it prevents a code from a past rotation being considered
a future code.

Window [gap]

This is how close two future counts need to be from each other for
them to be considered within the gap. When a second count is
received and is within the gap, the next count will be advanced to
the last count sent.

It’s not just the green “next” segment that moves around as
codes are used; all the segments rotate around.

Rolling Flaws: Github Jamisonderek
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App Menu Options Rolling Flaws

Config Menu

The below are two more advanced options.

SNOO/cfw (requires custom firmware)

If this is set to "yes" then if the decoded data serial number bytes
match 0x00, then any serial number will be considered a match. If
this is set to "no" then the serial number must match exactly. For this
feature to validate the serial number, you will need custom firmware.

SN bits/cfw (requires custom firmware)

By default the firmware only checks 8 bits of the serial number. |If this
is set to "10 (dec)" and you have custom firmware, then 10 bits from
the decoded data will need to match the serial number.

Rolling Flaws: Github Jamisonderek
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Raw Replay Attack 1/2 Rolling Flaws

This is a replay attack which does
not need to decode any part of the signal, just record any signal
on the frequency and modulation specified and replay.

When transmitting, keep Flippers >15cm apart.

Info Rolling Flaws Flipper Hacking Flipper

FE:E? :IT:I | F? d
Open SubGHz L,'” L’ —
. N]:' !!n

: ‘ HFLC ” GFIO

Select “Read Raw” Read RAL
Saued

Add Fanually

Frequency <4328
Configure as per the Modulation < AMESA >
image. Sound aFF =
RESI Threshold: « -73.8 =
Open a fresh Rolling Protocel KL (DH) > |
Flaws. In the config menu, Fiz[Btn+sH] <Eu2E24E » ]
enable a replay attack. Replay attack
Window [next] < 18 = i
Config
Transmit a signal. This Reset count to @
is so the count is not 0 Transmit Signal
(that’s a different flaw!).  Receiue Signals

42392 AMESE  R:Int @ spl.
Go back to the record I S N A Ramnasnss o

screen and press record.

4 Config

Transmit again. This weng

should send count 0001.

Rezet count to @
Tranzrnit Signal

Feceive Signals

43392 AMESE | 14E3 =pl,

You should record a
signal. Press stop.

i Sto P
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Raw Replay Attack 2/2 Rolling Flaws

Info Rolling Flaws Flipper Hacking Flipper

Reset the count to 0. We
have to do this because
of app behaviour.

Send another, so we are
back to where we started.

Back to receive signals.

And we see the door is
closed and count is 0001.

We can now click send.

Having seen count 0001
again, it has opened with
the reason “REPLAY”.

Canfig
Rezet count to @
Tranzrnit Signal

Feceive Signalz

Config
Rezet count to @
Tranzrit Signal

Receive Signals

Rezet count to @

Tranzrit Signal

Feceive Signals
Sync Remote

Rolling code receiver
KL (DH)
Count: EEE]
Future: none

Fix: 284EEQDS
R#:

]
CLOSED
4 33.92MHz

43392 ArESE | 1613 =pl.

\A

& Hald to repeat

Rolling code receiver
KL (DH) i
Count: BEE1 OPEHED!
Future: none 433.92MHz

Fin: 284EESDS  REEFLAY
R F4IBRZVERES T 7214

You can try this again with replay turned off in the config menu.

The captured code will be invalidated if the real remote is pressed
again, so it's of no long term use. Rarely, attempting this will brick a
real remote, which is why we use Rolling Flaws.

This attack works on Bill and Ben (door contact alarms) but they use
static codes, so once you have saved the signal, it'll always work.

Rolling Flaws: Github Jamisonderek
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Replay Attack 1/2 Rolling Flaws

We are going to decode the signal we

get from the remote, as the custom Flipper firmware can do that. It's
simpler for the user than the raw replay. It doesn’t work with all rolling
codes. This will almost certainly brick real remotes.

Ensure the Flippers are >15cm apart when transmitting.

Info Rolling Flaws Flipper Hacking Flipper
KL (OH) »
Fin [Btn+SH]  <BuZS4E

Frotocol

Open a fresh Rolling

flaws and enable replay
in the config menu.

Transmit a signal so the
count is not 0 (that’s a
different flaw!).

Open SubGHz.

Go to “Read”

Set the frequency
to 433.92MHz and
modulation to AM650.

Transmit another
remote signal.

It should have captured
a signal, which you can
select to open.

The details should look

like this — note the count.

Feplay attack
IWindow [rest]

Config
Fezet count to @
Tranzrit Signal

Feceive Signals

Canfig
Fezet count to @
Tranzrnit Signal

Feceive Signals

Apps EFID | Infrared

SubGHz HFLC GFIO

T

Read RAL

Saued
Add anually :
Fod: AMESH

. U ¥ Fixed scan...
W 423 92z @a k)

22K L DoorHan FHERZTER..

A Config [Ecck=vls R M-y (]

KeelLog E4bit 43382 AM
key:F41BAZYEAREBS 77214
Fis:Bs224EEQ0S Cnt:@@E]
Hop:BR7E4S022F Bini2
FF:DoorHan

@ Send [l Saue k|
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Replay Attack 2/2

Info

Go to “receive signals”.

The display should look
like this. Note the count
compared to the hacking
Flipper.

Send with count 0002.

Opened and the count
hasn’t advanced. Reason
is “replay”.

You can keep sending
with advancing counts.

Now it’ll keep opening
as it’s sending the next
code in the sequence.

Rolling Flaws

Rolling Flaws Flipper Hacking Flipper

Fezet count to @
Tranzrnit Sigral
Feceive Signals
Sync Bernote
Rolling code receiver
KL (DH)

Count: BEE2
Future: none
Fix: 284EEQDS
R=:

[
CLOSED
4.33.92MHz

Keelog E4bit 43352 Ak
key:B2ECASFOARBS 77214
Fin:BZ224EEA05 Cnh:EEEZ
Hop:B=BF 1532648 Btni2

FF:DoorHan

Rolling code receiver

KL (DH) o

Count: BEEZ OPENED!

Future: none  <433.92MHz

Fiz: 284EES0S  REPLAY

R B2ECASFOABI 77214
keeloq E4bit 43292 Ar
Key:ZCERASCIERES 77214
Fi@n234EESDS Crnt:@@Es
Hop:axE2215E624 Bin:Z

FF:DoorHan

Rolling code receiver
KL (OH) -].
Count: BEE3 OPEMED!
Future: none 433.92MHz

Fiz: 284EE30S  HEXT
R 2CERASCIEREI 77214

In this case, the Flipper has essentially taken over from the real
remote, which will likely stop working. It may be possible to resync by
keeping sending transmissions from it until the count advances past
the Flipper. In some cases the remotes will need deleting and
reprogramming into the receiver. In extreme cases, the system can
just black list that remote entirely, having detected the replay attack.

This is why it's a bad idea to use this against kit in use.

Rolling Flaws: Github Jamisonderek
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The gap value is the number of future

codes that need to be received to reset the count to that future value.
So we could copy a signal for later use, but the legitimate remote is
going to be used in the mean time. We don’t want to risk a replay
detection and so we take the signal, go away and progress the count
well into the future (but within the future window). It will be ahead of
the real remote. We can then send 2 signals in a row and the receiver

will accept our remote as the real one and sync to the new value.

The gap feature can require 1 signal, 2 of 2, 2 or 3 or 2 of 4 signals.

Info Rolling Flaws Flipper Hacking Flipper

Windew [next] < 16 >
Window [Autur... 32768 = |

Open a new Rolling Flaws
In config, set the gap.

. Window [gap]
Guide uses default (2). :

SHEE . cfut

Transmit a few signals Config
so we’re simulating 5 R G
real use. Let it finish Tranzroit Signal
vibrating Feceive Signals

‘ F||:||:|5 ” EFID IInFr red

Open SubGHz

Go to “read” Read RALL
Saued
Add Fanually i
Set frequency to T Mod: AMESE
433.92MHz and 1 e
modulation to AM650.

. U % Fixed scan...
A Config Ecsckelay I ERCl: A

Config
Transmit another Reset count to @

Sig nal. Tranzrnit Signal
Feceive Signals

So kL OoorHan ADB45S14A...

We have captured it...
-..PTO LI 42292 Ak @100
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Rolling Flaws

Exploiting Gaps 2/2

Info Rolling Flaws Flipper Hacking Flipper

Select the captured
signal and you’ll see
more details.

We’re going to send a
few more signals now
to simulate use of the
real remote.

Now we’re going to be
”out of range” and
advance the count ~20.

We’'re “back in range”
and we can receive the
Flipper’s signals.

Send two more signals

from the hacking Flipper.

The first one will say
“future” and remain
closed.

The second will open
as we have had two
future codes in a row.

Config
Fezet count to @
Tranzrit Signal

Feceive Signals

Feelog E4bit

Reset count to @
Tranzrnit Signal
Feceive Signals

Sync Bernote

Rolling code receiver
KL (DOH) i
Count: BEET CLOSED
Future: 27 4332.92HHz
Fix: 284EES0S FUTURE
R 8 MBSEZREBIT 214

Rolling code receiver
KL (OH) i
Count: BE22 OPEMED!
Future: none 433.92MHz

Fiz: 284EES0S  GAP
R D4CE4ESERABITIZ14

Keelog Edbit

Kealog E4bit 43392 Ar
KeyADB4S214ABE 77214
FisBn284EESDS Cnt:BRE4
Hop:Bn221RZEES Btni2
FF:DoorHan

43382 AM
kKeyEBE47322ABI 77214
Fis:@s224EEQDS CntBEEZE
Hop:Bzd443E2EAT Bin:2
FF:DoorHan

43392 AM
Key:S4C34BEEBABA Y7214
Fis@234EEIDS CntBBE2s
Hop:a:1I02C32A Etn:Z

FF:DoorHan

We have exploited a feature which is there to mitigate against the
count being advanced on the remote but not the receiver (e.g. kid
mashing the button lots). The real remote will now be out of sync
and the Flipper has taken over. It may well be possible to resync the
real remote using the same method, but not guaranteed.

Rolling Flaws: Github Jamisonderek
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Rolling Flaws

Rollback Attack 1/3

On some receivers, the future window
is set to “all”, meaning any codes that

aren’t within the next window are considered
future codes. This is silly but it happens.

This means we can capture codes which
should have expired and send two of them,
exploiting the gap feature. We can even do
this using a raw record if we can grab two

codes in a row.
Info

Open a fresh Rolling
Flaws. In the config, set
the future window to
“a"”.

Transmit a few signals
to get the count up.

Open SubGHz.

Select read raw.

Set the config up
as this.

Go back to the record
screen and press
record.

When ready, transmit
two signals, a few
seconds apart.

)
PAST WINDOW  |NEXT
WAS HERE... y 4

FUTURE

8000

Hacking Flipper

Rolling Flaws Flipper

Feplay attack Mo » i
Windew [rext] < 16 3
Window [Future] <

IWindow [qap]

Config
Rezet count to @
Tranzrnit Signal

Feceive Signals

Add Fanually

Frequency
FModulation
Sound

RS5| Threzhold: < -7568

< AMESH

423392 AMMESE |

Config
Rezet count to @
Tranzrnit Sigral

Feceive Signals

Rolling Flaws: Github Jamisonderek
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Rolling Flaws

Rollback Attack 2/3

Info Rolling Flaws Flipper Hacking Flipper

You should get a
couple of signals like
this. Press stop.

Send a few more to
simulate normal use.

Go to transmit signal.

You’ll see this screen,
note the count it’s
expecting in my example
is 000E (14).

When ready, send your
raw recording.

This will pop up with
signal 1 and then be
replaced with...

...this one, which is
showing the count has
gone back to 0009 and
the door is open.

What happened?

43292 ArESE |

4565 zpl.

Canfig
Reszet count to @
Tranzrnit Signal

Feceive Signals

Config
Fezet count to @
Tranzrnit Signal
Receive Signals
Rolling code receiver

kL (OH)

Count: BEEE
Future: none
Fix: 284EEQDS
R

]
CLOSED
433.92MHz

43392 ArESE |

o33 zpl.

\‘

& Hold to repeat

Rolling code receiver
KL (OH) i
Count: BEEE CLOSED
Future: @aas 4+23332MHz
Fiz: 284EES0S  FUTLRE
Ex: ZE545E1SAEBAT 214

Rolling code receiver
KL (OH) q_
Count: B89 OPENED!
Future: none  <233.32MHHz

Fis: 284EE30S  GAFP
R BIRS2E44AB3 77214

PTO to find out, as there are a couple of things going on here.

Rolling Flaws: Github Jamisonderek
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Rollback Attack 3/3 Rolling Flaws

What happened?
We exploited two issues in this attack.

One was the removal of the “past” window of codes, which means
any codes that aren’t in the “next” window are classed as future
codes to be available as the system goes round and round the limited
set of codes it can use (64,000).

The second is the gap function, where a remote might advance past
the “next” window away from the receiver, for whatever reason (child
mashing remote is one). This means that two future codes will
resync the receiver to the remote.

In the above, we have the beginning state at the top, where we
record two codes using the Flipper (black lines). As the system
invalidates old codes, the “next” window moves along. When we
replay the older codes, they should be classed as being from the
past. But, with the future codes set to “all” those replayed codes are
considered future codes.

Then playing two of them in a row says the to receiver that the count
on the remote was advanced beyond “next” and the receiver
should be resynced to the current remote count — this is the “gap”
feature.

Rolling Flaws: Github Jamisonderek
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