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The Short Version ESP Key

The ESP key sits between reader and door controller,
intercepting the communication. It has a WiFi interface. We can
collect information to make our own cards, replay cards
already presented and DOS the reader to stop it working.

The Long Version

The ESP key taps into four wires — positive, negative, DO and D1.

It doesn’t need the positive to read, but it uses it to steal power from
the system.

It works as a MITM attack, reading all the data that comes from the
reader and is sent to the door controller. In a Wiegand based
system, all the fancy cryptographic operations happen within the
reader and the data is sent to the controller in the same format as
in the 1970s.

As a result, we can pop a reader off the wall, tap into the wires
and collect all the card reads that go through.

There are tamper systems on the readers but often they aren’t
connected and, if they are, it's not hard to look up the model and
figure out how to bypass. Security screws can be used but you can
usually get the bits from Aldi.

The ESP Key can intercept the Wiegand data, replay it and also try
to disable a door.

The reader connected to the ESP Key is marked. You can see the
wires on the back of the reader board.

There is a laptop connected to the ESP key. You can scan cards and
replay them — the door will open.

Try the ESP Key on the laptop.
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Intercept and Replay ESP Key

ESP-RFID-Tool v1.2.1

Go to the home page for
the ESP key and click “List
e REID- ool om Exfiltrated Data”

www: LegacySecurityGroup.com / www.Exploit Agency

File System Info Calculated in Bytes
Total: 2949250 Free: 2944481 Used: 4769

List Exfiltrated Data -

Experimental TX Mode <. BACK TO INDEX

File System Info Calculated in Bytes
Total: 2949250 Free: 2944481 Used: 4769

C | | Ck on th e I og NOTE: Larger log files will need to be downloaded instead of viewed from the browser.

Display File Contents |Size in Bytes|Download File|Delete File

file to open it. MB [ Download File |[ Delete File |

List Exfiltrated Data - Experimental TX Mode - Data Conversion Tools

umn‘11000111111100101100001011011110 HTransm\l‘ I resent a card to
ulse

Jus Data Interval:[2000

| the reader with the
e ESP key and

Note: Preambles shown are only a guess based on card length and may not be accurate for every card format.

32 bit card,12 bit preamble,Binary:000000100001 FEINEESSECLFEINELLIFTENSTENNEL, HEX: 21C7F2C2DE

32 bit card,12 bit preamble,Binary:000000160001 11600111111160101100001011011110,HEX:21C7F2C2DE refres h the a e
32 bit card,12 bit preamble,Binary:000000100001 ©1010010010111000100111000000100,HEX:21525C4E04 L]

You'll see the intercepted data appear on the list. You
can copy the binary data into the box and transmit
it. The door should open.

Denial of Service
Please don’t leave this running.

ESPRFID-Tool v1.2.1 When you start the DOS
attack, the reader will not be
by Corey Harding able to communicate with the
s’: controller. The door can’t be
T PS5 o 94481 o 4769 unlocked.

Lo Bxfitated Diata

7 Denial Of Service Mode:
Experimental TX Mode
B Type of Attack:

(' Transmit a bit simultaneously on D0 and D1 until stopped

® Transmit bits a ernating between D0 and D1 each bit (01010101, etc) until stopped
| Start Dos |
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